	
	
	



1 Stakeholder questions for written survey 
1.1 Information on the survey 
Background

In the automotive industry, through the greater use of embedded sensors and electronics, the quantity of in-vehicle data available is increasing and better wireless connectivity is making it easier to share these data and to provide personalized services in the vehicle. This is changing the way current services are provided and opening opportunities for new services such as mobility as a service, which will lead to many parties, both current and new, having a legitimate interest in accessing in-vehicle data.

The European Parliament have called upon the Commission to make a legislative proposal to ensure fair access to in-vehicle data and resources, thus providing a route to implement legislation, if found necessary. To support this work, the Commission have awarded TRL a project to develop options for possible legal framework, an outline plan of which is shown below.

A critical part of this project is stakeholder consultation to collect information on the current situation for third party in-vehicle data access including RMI and mobility services, both existing and planned. We appreciate your participation in the consultation by filling in this questionnaire.
How the responses will be published

A summary of the survey results will be published in the project report. This summary will be written in a way that does not allow to associate responses with individual respondents. 
The organisation you are representing will be named as a contributor to this consultation.

Your name, position and contact details will not be published.

Contents and structure of the questionnaire

· The survey is structured into the following topic areas:

· General stakeholder information
· Services that require access to vehicle data (current and planned services)
· Manner and conditions of current service provision
· Business models of current services, and Market and competition situation
· Policy options
· Access to vehicle data for repair and maintenance of electric vehicles  
· Current range of in-vehicle data accessed, and Manner of access to in-vehicle data
· Current range of in-vehicle resources accessed; and Manner of access to in-vehicle resources
· Vehicle architectures
· Safety, security and data protection aspects
· Future competition, competitiveness and customer welfare
· Quantification of impacts
Based on the information provided under ‘general stakeholder information’ you will be presented with a set of questions appropriate for the type of company or organisation you are representing.

Please note that the survey covers technical as well as economic and legal aspects, and might therefore require input from more than one individual. We recommend to review the set of questions in this document and gather all information required to fill in the online questionnaire. Progress on the survey can be saved and responses can be altered before final submission.
Please ensure to submit your responses by end of business on 3rd December 2020 (survey closing date). 

Terms and abbreviations used
The following abbreviations are used in this survey:
· App – Smartphone/Mobile phone application

· OEM - Original equipment manufacturer (vehicle manufacturer)

· HMI – Human Machine Interface

· IVD – in-vehicle data, encompassing vehicle-generated data and processed data, irrespective of whether the data is accessed directly on the vehicle or on an external server (such as an Extended Vehicle server)
· IVR – in-vehicle resources, encompassing the vehicle’s human-machine interface (screens, speakers, microphones), vehicle functionalities (e.g. unlocking doors), vehicle processing power
1.2 General stakeholder information

· Please provide the name of your company or association, your position and contact details. [free text field] 
· Would you be happy to be contacted again by TRL for a follow-up telephone interview?

· Yes

· No

· Which of these types best represent your organisation? 
· Trade association

· Individual company, consumer group or other organisation
·  [if trade association] 
· Which group does your association represent:
· Vehicle manufacturers (OEMs)
· Suppliers to OEM(s) (tier 1 suppliers)

· Service providers (company/organisation offering vehicle-related aftermarket services that require access to in-vehicle data, including but not limited to: repair and maintenance-related (maintenance/repair, breakdown services, vehicle roadworthiness inspection), mobility services (fleet management incl. associated services e.g. tyre condition monitoring, vehicle rental/leasing, vehicle sharing, ride sharing, ride hailing, parking services, electric vehicle charging services), traffic management (map/navigation/traffic data, safety notifications), insurance, taxation, finance, infotainment / HMI (smartphone car assistant such as Apple Car Play, Android Auto), data platform / marketplace) 
· Other (please describe) [free text field]
· [if individual company, consumer group or other organisation] 
· Which of these categories apply to your company or organisation? Please select all options that apply, e.g. OEM and service provider if you are a vehicle manufacturer and also provide relevant services.  [multiple selections possible] 

· Vehicle manufacturer (OEM)

· Supplier to OEM(s) (tier 1 supplier)

· Service provider (company/organisation offering vehicle-related aftermarket services that require access to in-vehicle data, including but not limited to: repair and maintenance-related (maintenance/repair, breakdown services, vehicle roadworthiness inspection), mobility services (fleet management incl. associated services e.g. tyre condition monitoring, vehicle rental/leasing, vehicle sharing, ride sharing, ride hailing, parking services, electric vehicle charging services), traffic management (map/navigation/traffic data, safety notifications), insurance, taxation, finance, infotainment / HMI (smartphone car assistant such as Apple Car Play, Android Auto), data platform / marketplace)
· Other (describe) [free text field]
· [For responses to the above question are any of the following: suppliers, service providers and other]

· Do OEM(s) have a substantial or controlling interest in your company?

· Yes

· No

· Don’t know/not applicable
· Does your company operate within an OEM’s distribution system (e.g. as an authorised repairer)?

· Yes

· No

· Don’t know/not applicable
· Is your company state owned?

· Yes

· No

· Don’t know/ not applicable
· How many people are employed at your company? [free text field]
· What was the annual revenue for your company last year (worldwide)? [free text field]
· Approximately, what proportion of the company’s worldwide revenue was created by provision of services that require access to in-vehicle data? [free text field]
· Approximately, what proportion of the company’s worldwide revenue was created by provision of services in the EU that require access to in-vehicle data? [free text field]
1.3 Services that require access to vehicle data (current and planned services)

[for service providers and other]

· In which of these market areas do you or your members currently offer services or plan to offer services within the next 5 years in the EU that require access to in-vehicle data? [Multiple answers possible; provide separate tick boxes for “current” and “planned/under development” and “no plans” for each of the options listed] 

· Repair and maintenance-related

· Maintenance/repair

· Breakdown services

· Vehicle roadworthiness inspection

· Other (describe) [free text field]
· Mobility services

· Fleet management incl. associated services e.g. tyre condition monitoring/repair
· Vehicle rental/leasing

· Vehicle sharing

· Ride sharing

· Ride hailing

· Parking services

· Electric vehicle charging services

· Other (e.g. future automated mobility services, describe) [free text field]
· Traffic management (incl. navigation, maps, traffic data and notifications, e.g. hazardous locations)

· Map/navigation/traffic data
· Safety notifications

· Other (describe) [free text field]
· Insurance, taxation and finance

· Insurance

· Driver’s logbook

· Finance (e.g. vehicle data such as mileage to value car for sale)

· Other (describe) [free text field]
· Infotainment / HMI
· Smartphone car assistant (e.g. Apple Car Play, Android Auto)

· Other (describe) [free text field]
· Data platform / marketplace

· Other (describe) [free text field]
· None

1.4 Manner and conditions of current service provision 

[for service providers and other]

· Is provision of some or all of your services that require access to in-vehicle data or resources limited, for example to certain vehicle makes / models, certain geographical regions within the EU or certain types of customers?

· Yes

· No

· Don’t know/not applicable
· [If yes:]
· Is your service provision limited due to: [multiple selections possible]

· Technical reasons? Please describe what the limitation is and what the underlying reasons are. [free text field]
· Limited Data/functions
: Only limited datasets/functions are available on ExVe.

· Sampling rate/Latency : On ExVe the resolution & latency of data is not sufficient for some use cases.

· Lack of Real-Time: Real time access, particularly for write functions is not available on ExVe

· Limited Coverage OEMS: Not all OEMs support ExVe Access Method & even when they support, it is not in all countries.

· Different APIs: The number of  of data points & functions available via ExVe varies vastly amongst vehicle makes/ models

· For OBD based services access( via OBD dongles) is possible on some vehicles, but becoming restricted due to cybersecurity implementation & encryption.

· No HMI: There is no technical solution available which allows access to the vehicle HMI. This limits the ability to safely interact with the user while in the vehicle for service offering & service execution.

· No algorithms: No possibility to put algorithms in the car for time critical applications

· Commercial reasons? Please describe what the limitation is and what the underlying reasons are. [free text field]
· High Fees
: The fees for access through ExVe are too high.

· Incremental Fees: Fees for access are incremental (the more data accessed, the higher the cost)

· Inconsistent pricing: Fees & pricing models vary vastly between VMs

· Arbitrary Pricing: Service providers have no control over the costs charged by OEMs. This limits the ability to offer independent business models/ competitive services.

· No platform model: Pricing model does not reflect typical platform pricing models for customers/ consumers e.g. per app

· Legal reasons? Please describe what the limitation is and what the underlying reasons are. [free text field]
· Individual B2B: Need to make B2B agreements with each individual OEM to implement digital services on vehicles. This represents a very high barrier to entry.

· I need to reveal my customer to the VM. ExVe obliges triple GDPR contracts involving the VM into my own customer relationship.
· On-Board Driver Consent: Driver consent is not handled inside the car, as required & relies on ExVe platform.
· Other reasons? Please describe what the limitation is and what the underlying reasons are. [free text field]
· Service providers need to be able to access a consistent data/function set across multiple vehicle brands/ models/ geographies in order to have a scalable business case.
· What activities are required by the vehicle user to initialise service usage for the first time? [multiple selections possible and give “yes” or “no” or “don’t know” options for each question]
· Download and installation of software on on-board application platform

· Download and installation of application (app) on smartphone

· Activation / Enabling of service via vehicle’s HMI
· Activation / Enabling of service via OEM’s website
· Activation / Enabling of service via smartphone app

· Connection of external device (e.g. dongle) with vehicle
· Other (describe) [free text field]
· Via what channel does the vehicle user mainly interact with your services when using them? [multiple selections possible and give “yes”, “no” and “don’t know” options]

· Website or remote application (different from smartphone app)
· Smartphone app

· Smartphone app with option to mirror to in-vehicle screens

· On-board app (vehicle platform)
· Other (describe)

· Proposed Answers:1.) Website & 2.) Smartphone app. We want to stress that unfortunately these are the only options as there is way to interact via the vehicle’s HMI.
1.5 Business models of current services, and Market and competition situation
[for service providers and other]
· Where in the value chain does your company currently operate with regard to services that require access to vehicle data? [multiple selections possible] 

For the following questions, our recommendation is to tick Yes for each category. Any advanced End user service relies on data generation/harvesting followed by a Data analysis for potentially many data sources.
· Data generation/harvesting (collection of data including sensor fusion data)

· Yes

· No

· N/A

· Data analysis/matching (combination and analysis of different data sources)

· Yes

· No

· N/A

· End user services

· Yes

· No

· N/A

· Other (describe) [free text field]

· Who do you maintain business relationships with, in order to access in-vehicle data and/or resources? [multiple selections possible
]

Please complete this section on the assumption that you are offering services (now or within the next 5 years) which require a bespoke contract with VMs.

For the following questions our recommendation is to Just tick OEMs (if you have contracts with them) and under "Other" OBD-Dongle provider. We should ask for an access that is as close to the source of data generation, i.e the vehicle as possible. By this, we also help the entities later in the value chain like Fleet operator servers or Data marketplaces. Should we check these options now, TRL is likely to regard the offerings as sufficient. By requesting more from the source (the vehicle), we also help them and can use them if we see a business model with them. It is important to make it clear that we need the data from the source .
In the “Other” option please mention OBD dongle providers. This will help in making the case for the keeping the OBD port operational and ensuring that the required data access is ensured through the OBD port and the OBD dongles.

· OEMs

· Yes. With how many? [number field]

· No

· N/A

· Tier 1 suppliers. 

· Yes. With how many? [number field]

· No

· N/A

· Vehicle fleet operators. 

· Yes. With how many? [number field]

· No

· N/A

· Data platforms / marketplaces / neutral servers. 

· Yes. With how many? [number field]

· No

· N/A

· Other data providers

· Yes. Describe [free text field] OBD Dongle Provider

· No

· N/A

· What contractual relationships do you maintain for this purpose with [OEMs/tier 1 suppliers/vehicle fleet operators/ Data platforms / marketplaces / neutral servers/ other data providers]? [repeat question for each option selected above; multiple selections possible]

We need to highlight the unfair pricing model and the additional price overheads that comes with any process involving a dependency with the OEMs. Please select OEM under “Contract involving payment for access to data”. Also include “OBD dongle providers” under “others” option.
· Contract involving payment for access to data [for OEMs, as selected in the previous option]
· Yes

· No

· N/A

· Contract involving mutual data sharing 

· Yes

· No

· N/A

· Joint venture/partnership

· Yes

· No

· N/A

· Other – Add Dongle providers

· Yes. Describe [free text field]

· No

· N/A [For Tier 1 suppliers, vehicle fleet operators, data platforms/marketplaces/neutral servers]
· [if contracts with OEMs selected above] We are interested in the terms and conditions of contracts with OEMs for access to in-vehicle data and/or resources, and how these contracts are negotiated: 

· Please select which of the following best describes the contracts with OEMs:

· only standardised contractual terms and conditions (no specific sections/clauses related to unique service, no need for negotiations of specific clauses) 

· Standardised terms and conditions, accompanied by special clauses negotiated additionally

· Bespoke contracts

· Please indicate on the following scale how much the terms and conditions for data provision vary between different OEMs:

· [Scale 1 (not at all) – 5 (considerably)]

· Please elaborate. [free text field
]

Select "considerably.". 
Example: BMW followed a busines model by which use cases and their data needs must be described upfront. Then payment is due per call of this container. Recently they squeezed Roadside operators and garages in predefined silos of data and functions, so the amount of innovation is close to zero as each ISP is allowed access only to the data and functions within this container. Every garage operator gets exactly the same dataset (when e.g. an inspection is due) and has to share the same possibilities for driver interaction. Show a message to the driver "Inspection due", have the user call a present workshop number and let the user navigate to a present garage location. Mercedes also follow a strict silo policy. Only Insurers seem to get the PAYD-Package with just the data point "Mileage with pricing model A”. A diagnostic provider must choose the limited ISO 20080 implementation and pay per call if only some functions are used within the API. Summing up, the terms and conditions vary greatly amongst OEMs and most of them are trying to squeeze the ISP in a Digital Straightjacket of few datapoints/functions.   
· What do the contractual terms and conditions offered by the OEMs allow you to pay for? 

· [scale 1 (Just the data and resources needed) – 5 (Significant amount of excess data/resources that are not needed for our business model)

· Please elaborate. [free text field]

1 is only selected to reflect the minimal value offered on the scale. A "true" answer would be rather minus 5. The data and resources needed for innovative business case are just not offered by OEMs now. No driver access, no on-board access (both read and write access), thus no real time computing with a minimal set of data/functions for each and every OEM. A latest analysis for Cross-OEM availability revealed that just one read-only-data point, the mileage, would be available cross OEMs. Based on just one data point, no European Digital Single Market can be built. 

· In your experience, how much do prices for data provision per vehicle vary between different OEMs? 

· [Scale 1 (not at all) – 5 (considerably)]

· Please elaborate and quantify if possible. [free text field]

Already the business models vary greatly between OEMs. So depending on the individual service type, results for costs will vary greatly.

· Before entering a contract, is it transparent for you what data elements could be made available from the vehicles concerned?

· Yes

· No

· Don’t know/ not applicable
· [if no]

· In case this presents an issue for your business, please describe the impact and potential ways to resolve. [free text field
]

We have to distinguish three types of access that go together with (potentially) three types of transparency. 

Type A: "Public Access" based on "Publicly available information". When Mercedes (or other OEMs) describe their offerings on public websites, the amount of data and functions is transparent. Unfortunately, OEMs tend to offer the least amount of access via these "Public" channels.  

Type B: Neutral server: When OEMs offer data/functions via Neutral servers, the results differ, but sometimes it's hard to determine, what a Neutral server "really" has in stock from a respective OEM. The neutral server is only a further extension on top the Ex-Ve server, so the data stored in a neutral server will only be a subset/replica of what the Ex-Ve holds.  In either case, the range of data produced by a vehicle is not made available to ISPs, thereby limiting the possibility of ISPs to innovate

 Type C: Data access through B2B agreement: The greatest amount of data/functions is only possible to be retrieved via B2B agreements (IF the OEM sees a benefit in partnering), but what a car can "really" technically offer is not disclosed by OEMs due to possible competition issues. This issue can be resolved by requiring OEMs to publish a transparency list which would provide all available data & functions
· Before entering a contract, do you know exactly what data and/or resources you will need access to?

· Yes

· No; need flexibility in the contracts to allow for easy changes.

· Don’t know/not applicable
· [If no]:  

· Is the flexibility you require provided in current contracts?

· Yes

· No (describe) [free text field]

It is burdensome to renegotiate new/ extended contracts for additional data points/resources
· Don’t know/not applicable



· When establishing a contractual relationship with an OEM, in your experience, how long does it take from first contacting an OEM about access to in-vehicle data and/or resources until access is granted? 

Please elaborate. [free text field]
Depends on the chosen access method. Via Neutral servers or directly from an OEM-ExVe, access to limited data can be granted in around 2-4 weeks. If B2B negotiations are needed with respective OEMs to get the best possible access, then it can take months, if not years. Either way such a long and time-consuming means of negotiating data access represents an impediment to business, particularly for SMEs.
· [If special clauses/bespoke contracts selected] How much effort does the contractual negotiation require? 

· [Scale 1 (minimal amount of effort) – 5 (substantial amount of effort)]
· Please explain [free text field]

Tick 5 "substantial amount of effort". Reasoning: OEMs offer their full range of data only via B2B agreements. Therefore, technically B2B agreements is the only viable option. Also, the effort especially for SME's to successfully negotiate with big OEMs is quite substantial.
· How does your company remunerate the access to in-vehicle data? [multiple selections possible] 

If a digital service is already in use, select the appropriate tick box. If not, we recommend "other" and say "not yet applicable."

· Fixed period pricing model (please describe, e.g. daily, monthly, etc.)

· Transaction based pricing model (please describe, e.g. data items, data volume)

· Percentage of service revenue

· Non-monetary compensation (please describe, e.g. data exchange, service provision)

· Other (describe) [free text field]

· Don’t know/not applicable
· [Display the following questions for each service area that was selected in the initial question in Section 1.3] Concerning your service offering in the areas of [add service area selected]:

· Please describe the current and planned service(s) in this market area and their customer value proposition. [free text field]
IN this section please explain your current services, if any. For future services, if you don’t have clear plans yet or don’t want to disclose them  please say that due to competition issues and IP protection of your business case you can't describe your exact business ideas and plans for the future. 

For the selected option, please input the following note/ similar with same intention:

 For every advanced digital use case the it is very important to have the closest possible secure connection to the car, it's actuators and sensors, as well as to driver. Remote diagnostics and remote repair of a problem (with the need to access the HMI, real time data & functions of the vehicle) will be the new normal in the future and a prerequisite for any new mobility service provider.
· Please characterize your key customers [multiple selections possible]

· Vehicle users

· Vehicle fleet operators
· Companies providing services to vehicle users [free text field]

· Other (describe) [free text field]

· Don’t know/not applicable
· Please estimate the number of competitors you have in this market approximately. [number field]
For the following questions enter number of relevant OEMs (e.g. 10). In general, the number of INDEPENDENT competitors is small. The biggest competitor for the Aftermarket and future mobility network solutions however is/ will become always the OEM and his network of insurers, garages, diagnostics, rental cars and roadside assistance.
· Approximately, from the answer given above, what number of these competitors are:
· OEM or OEM-controlled service providers? [number field] 
· Independent service providers? [number field] 
· Other (describe)? [free text field]
If you entered a number of say 10 in the previous question, then enter 10 or a slightly (!) lower number (e.g. 9) for "Oem or OEM controlled" and only the remainder (e.g. 1) for ISPs. While the sheer number of ISPs might be higher, their relevance compared with the OEMs is usually far less for an ISP provider. So, because TRL is not asking for "size" of competitor, we use in our answers "weighted numbers". 

The number might be limited (Number of OEMs for multi brand mobility services), but they are the by far most relevant competitor, especially with their evolving technical advantage for new RMI features as the foundation. Currently e.g. only OEMs can "remotely diagnose and repair". They have a privileged position and this is expected to increase. IAM providers are denied the to access the needed technical resources.
· We are interested to understand your organisations experiences of data providers’ practices: When seeking access to vehicle data in the past, how often did you experience practices that you considered unfair, unreasonable or discriminatory, or experienced other issues?

· [Scale from 1 never to 5 regularly]

· Don’t know/not applicable
· [if 2, 3, 4 or 5] 

· Did the practices/issues relate to: [multiple selections possible]: Please indicate your experience if any 

· Pricing? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field]
· Contract terms? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field]
· Range of data offered? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field]
· Characteristics of the data offered? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field]
· Time taken to gain access to the data? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field]
· Effort for contracting? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field] 

· Other? Please characterise the type of data provider (e.g. OEM, data platform/marketplace, dongle provider) and explain the specific practices/issues you experienced. [free text field]
· Were there instances in the past where you decided not to seek access to vehicle data because of anticipated commercial or contractual barriers?

· Yes

· No

· Don’t know/not applicable
· [if yes] 

· Please describe the barriers you anticipated. [free text field]
Regular checks on OEM websites don't promise any new high potential features (more data points/functions, better quality).  As a result, there is not enough motivation to seek access to the required vehicle data.  Slim chances of succeeding in a B2B negotiation with OEMs as an SME

· Are you aware of one or more of your competitors having privileged access to vehicle data compared to you? (e.g. more favourable terms, better pricing, wider range of data)

· Yes

· No

· Don’t know/not applicable
· [If yes] 

· Please describe the situation and the underlying reasons in your view. [free text field]
Tick Yes. OEM competitors have more opportunity to offer services through their privileged access. See examples above. Driver access via HMI, in vehicle Service offering (BMW, Mercedes).  
In addition, Tier-1 suppliers and OEMs have made an agreement in the VDA-Agreement (German Automotive Industry Association) that Tier-1 will get  data to improve the quality of their components. However, receiving vehicle/component data for quality management purposes has high value also for potential for other services/purposes, but is not available to independent operators.

· In your view, what technical or regulatory measures could help resolve these issues? [free text field]
EU Regulation needs to require that Independent service providers get equal access to the vehicles data, functions & resources as the VMs own service. From a technical regulation perspective a degree of standardization will help especially for multi brand services
· In your experience, do OEMs offer the same tariffs and conditions to different companies seeking access to data and/or resources?
· Yes
· No
· Don’t know/not applicable
· [If no] 

· Please describe the situation and the underlying reasons in your view. [free text field]
Due to the confidential nature of B2B agreements, it can by definition be only an "assumption", that prices are not equal.  
· In your view, what technical or regulatory measures could help resolve these issues? [free text field]
In-vehicle data are legally not 'owned' by anybody. Raw machine-generated data are not protected by existing intellectual property rights (see Commission’s Communication “Building a European Data Economy” COM (2017). Therefore, the IAM should not pay the OEM for data. Legitimate costs would only be for Airtime contracts and for any testing and validation of their service by OEMs instead of payment per data point. Enabling service providers to directly upload data to their own back end servers, thereby maintaining control of the cost of service provisioning, would be a technical remedy. Regulation of airtime costs would also help address this issue.
1.6 Policy options
· For your business, do you think it would be beneficial or detrimental if future legislation prescribed which vehicle data or functions must be accessible, e.g. in broadly defined categories or with detailed data elements and data format definitions? 

· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· There should be EU legislation governing the minimum data & function set to be available.

· There should be a transparency list of available data/ functions per vehicle/ VIN.

· All available (supported by the vehicle) data & functions should be accessible via access standards such as the UDS standards. This can be roles based access, but this is required to enable remote diagnostic & remote repair services. Standards such as ISO4229 or SOVD could be used for this purpose.

· In addition to Access standards there should be a standardised minimum list of data points/ functions to be available cross brand/ model to facilitate cross platform development ("code once, run anywhere").The initial data set should be based on the 500+ data points as proposed in the MVWG.

· Data & Functions may be groups into categories, which would support a roles based access to data/ functions

· Categories, functions & datasets should be managed dynamically, so new elements can be added over time, without the need for a regulatory procedure.

· Don’t know/not applicable
· For your business, do you think it would be beneficial or detrimental if future legislation mandated a standardised interface (such as an in-vehicle interface or a server solution)  for access to vehicle data? 
· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· In order to facilitate cross platform development we strongly support legislation mandating standardised interfaces

· We very strongly believe that a standardised interface needs to be provided in-vehicle in order to enable on-board preprocessing of data, real time access and cost effective use of mobile network capacity (Compute locally, send only aggregated results to the service provider backends)

· Webservices based communication should be mandated format could be  VIS, VSS that is already in standardization at w3c-Level in OEM-led- initiatives

· Security requirements should be standardised

· Initial requirements should be established in legislation and may be managed dynamically over time through a system of dynamic governance.

· IAM operators don't want to have an OEM server based solution, as in vehicle pre-processing without aggregation by the VMs is required. It is also required to be able to have direct consent management & to have a commercial contact with our own clients, independent of the VM.
· Don’t know/not applicable
· For your business, do you think it would be beneficial or detrimental if future legislation mandated vehicles to offer an on-board application platform with the ability to install third-party apps with access to data? 

· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· It is very important to have the ability to run independent applications in the vehicle, in order to be able to pre-process data before upload

· Real time, high frequency access to data is very important for many use cases. An On-board Application Platform would facilitate that

· Independent service providers need access to raw, unprocessed data to be able to process themselves in order  to implement their own business models. This is to avoid that aggregated information (or even services) from higher level abstraction layers are given, where only the result of the OEM processed vehicle data is available. This is important in order to allow independent service providers to  offer differentiated & innovative services, which can be distinguished from that of the OEM.

· In order for service providers to be able to offer services to all vehicle owners the onboard application platform should be mandated, also for reasons of direct consent management & commercial contact with our own clients

· As Part of the mandated OBAP vehicle manufacturers should provide the necessary development tools to service providers (SDKs etc.)

· OEMs should provide 3rd party test houses with development environments to enable validation of Apps  

· On board application platforms maintained by VMs should have a secure dedicated environment for execution of IAM operator apps for safety and security reasons. 

· Monitoring of the IAM operator App by VMs should be limited to resource utilization and scheduling needs and not used for monitoring the ISP App data which is of business value to the IAM operator

· Don’t know/not applicable
· For your business, do you think it would be beneficial or detrimental if future legislation mandated that an on-board application platform, if present in a vehicle, needs to be open for installation of third-party apps with access to data? 

· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· Existing vehicles, with existing available proprietary on-board application platforms, should be required by legislation to enable the installation of 3rd party Apps
· These 3d party Apps should be able to access the same Interface to car as the OEM uses in his role as e.g. diagnostic provider, every ISP could at least be able to develop a competing solution for each OEM. They should also have access to the same Interface to costumer (HMI). Despite the lack of standardization, at least each ISP could use the same access methods to the customer in the vehicle that an OEM has currently as his disposal (MBUX, BMW Connected Drive for OEM specific solution, OEM-SDKs for Apple/Google as X-OEM options)

· Newly developed vehicles should be required to provide an On Board Application Platform and to allow independent service providers to install their own self developed Apps in vehicle, without the interposition of the OEM
· All the benefits of the On Board application Platform as described above apply.
· Don’t know/not applicable
· In your view, for an on-board application platform, should legislation define high-level conditions for access to this platform by third-party apps?

· Yes

· No

· Don’t know/not applicable
· [If yes]

· What aspects should be covered in conditions implemented in legislation? [free text field]

· Legislation should define who may access vehicle data/ functions. For service providers of any category (OEM or ISP), the same  level of access to data, functions and resources needed to set up the digital service must be ensured via legislation.

· The EU shall swiftly create an independent certification/ authorisation scheme (Basic SERMI scheme to be enacted quickly and once implemented to be enhanced to support the wider scope required for Service provider certification). Certification should be by an independent entity (Not the OEM). 

· There should be no access fees, nor fees for the data. Fees should be limited to the provision of software development tools and this should be regulated.

· Cybersecurity: OEMs shall make available the relevant cybersecurity specifications and compatibility information required for the ISPs to have compliance with the CSMS (Cyber Security Management System) of the OEM. 

· EU rules/ framework should be established to specify liability assignment, based on existing legislation for liability.

· Who should be responsible for verifying third-party apps to decide on their admission on an on-board application platform? [free text field]

· It is very important to protect the intellectual property & business assets of the Service Provider, so the validation/ verification process should mainly rely on independent 3rd party entities.

· A Two step validation process should be defined. A 3rd Party Independent test house should do 1st validation. During this validation the need for an OEM Integration Test should be defined. OEM obligation should include the requirement to provide a test environment to the 3rd Party Test house

· OEM Integration Test required when non-standardised interfaces are used for integration or when ISP App has impact on type approval of the vehicle. 

· There should be no requirement to share source code with the vehicle manufacturer
· For your business, do you think it would be beneficial or detrimental if future legislation defined more specific criteria as to what is considered fair and reasonable fees and business practices? 

· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· From experience with RMI and first prices for data charged by OEMs, fees can and are used by OEMs to deter/ limit accessibility to RMI or Data

· Costs for fees charged by the OEM should be regulated. This could include connectivity fees and integration testing fees

· The maximum times permitted for completing essential services should also be regulated (max time permitted for integration testing, max time permitted for registration as authorised service provider etc)

· In order to avoid any conflict of interest & reducing the Gatekeeper role of the OEM Access, Rights Management should be managed by an independent entity, based on usage rights & profiles. Certified & Authorised providers should be granted access rights based on the defined their usage profile and the associated rights 

· Don’t know/not applicable
· For your business, do you think it would be beneficial or detrimental if future legislation mandated that contractual conditions offered by data providers must include sufficient options for the duration of data access to cater for the needs of various service providers, e.g. specify that at least contracts per-use, for daily, monthly and yearly access must be offered?
· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· Service providers require the flexibility to match the contractual conditions with their intended business/ pricing model

· Service providers require the ability to innovate/ differentiate in the service offer and should not be constrained by contractual conditions imposed by the OEM.  

· Don’t know/not applicable
· For your business, do you think it would be beneficial or detrimental if future legislation mandated third-party access to the vehicle HMI for bi-directional communication?
· [Scale from 1 highly detrimental to 5 highly beneficial] Please explain your underlying assumptions and the factors that influenced your answer. [free text field]

· Access to the HMI is important for Service Providers to be able to offer an independent service

· Access to HMI is required to be able to secure direct driver consent for access to data & personal information

· OEMs use the HMI to initiate driver engagement for proprietary services. Independent operators require equal access to the HMI in order to be able to compete effectively

· Access to the HMI is required for some user confirmations when executing remote access functions. Interaction via the HMI is required to ensure the operator is present in the vehicle.

· Access to HMI could be provided using Embedded Application (Android Automotive, MBUX, BMW Connected Drive, VW-OS-Apps) or through Smartphone Projected Mode solutions ((Apple Carplay, Google Android Auto, but in OEM-SDK Versions!)
· Don’t know/not applicable 
1.7 Access to vehicle data for repair and maintenance of electric vehicles

[for service providers which selected ‘maintenance/repair’ in Section 1.3]
In this section we are interested to explore current challenges with the repair and maintenance of electric vehicles and the data required for these services. Please click 'Next page' if you do not provide repair or maintenance services for electric vehicles currently and do not have plans to in the future.
· Are there any specific repair and maintenance services for electric vehicles that cannot be provided or executed by OEM-independent workshops (currently and in future)? 
· Yes

· No

· Don’t know/ /not applicable
· [if yes]:

· Please explain the reasons. [free text field]
· There are multiple OEM’s that do not give access to independent workshops on data for repair and maintenance services. There are even models of a specific OEM that doesn’t have an OBD-connector on the vehicle to read in-vehicle data/errors. In some cases operators have different levels of access, depending on the expert trainings they followed at the OEM to have access to the data.
· Are there any specific repair and maintenance services for electric vehicles that cannot be provided by any workshops at the moment? 

· Yes

· No

· Don’t know/not applicable
· [if yes]:

· Please explain the reasons. [free text field]
· There is a brand that doesn’t make use of actual workshops (multiple EU-countries). If a repair can’t be fixed at the customer’s doorstep the car is transferred to the manufacturer’s workshop to be repaired. 

· Does availability and accessibility of vehicle data represent limitations for independent repair and maintenance services for electric vehicles? 
· Yes

· No

· Don’t know/not applicable
· [if yes]:

· Please provide specific service examples related to electric vehicles. [free text field]
· For multiple brands not all information (RMI and In-vehicle) is available. To retrieve all information the customer is obliged to go to the authorised workshop.
· Which access option(s) would you prefer for the access to data related to repair and maintenance services for electric vehicles? Please rank in order of preference  [number fields/drop down against options]    
· OEM Extended Vehicle server

· Non-public/standardised OEM backend server

· Data platform/marketplace/neutral server 

· On-board application platform

· OBD interface

· Other (describe) [free text field]
· Propose to rank as follows:

· 1.
Other (describe): secure Onboard Telematics Platform (OTP) for In-vehicle data 

· 2.
On-board application platform

· 3.
OBD interface

· 4.
Non-public/standardised OEM backend server

· 5.
Data platform/marketplace/neutral server 

· 6.
OEM Extended Vehicle server

· If you would be interested to provide further information on the topic ‘Access to vehicle data for repair and maintenance of electric vehicles’, please name a contact person for detailed technical questions on repair and maintenance services for electric vehicles. 
[provide fields for Contact details (e.g. name, job title, email): [free text field]
1.8 Current range of in-vehicle data accessed, and Manner of access to in-vehicle data
[for suppliers, service providers, and other]
Please note that this section explores read-access to data; the subsequent section covers access to in-vehicle resources, including write-access to systems/functions/actuators.
· Which categories of in-vehicle data do you access for your current service(s)? [multiple selections possible]
· Dynamic vehicle data (e.g. diagnostic trouble codes and sensor outputs such as vehicle accelerations, engine rpm, steering input)

· Static vehicle data (e.g. VIN, vehicle dimensions)

· Location data

· Other data

· [for each category selected above]:

· Please provide a list of the [category selected above] elements you access for your services. [free text field]
· If possible, provide a detailed specification. If unsure, please ask your dongle provider (if you have one). 

· Please specify the characteristics of this data as closely as possible with regard to latency, frequency and data format. [free text field]
· If possible, provide a detailed specification. For this, If unsure, ask your dongle provider (if you have one). 
· We recommend that for your planned future services, you should say you would like to retrieve data from the vehicle in the area of 10 Hz to check  driving style, or for prediction of wear & tear on tires/brake pads for example.

· Do you access data that allow identification of individual vehicles or data that does not allow identification (e.g. swarm data)?

· Only individual vehicle’s data

· Only swarm data

· Both

· What type of data do you access?

· Only live (near real-time) data 

· Only historical data

· Both

For the both two questions, we suggest to tick only individual & live. (Swarm data is then aggregated on your servers to come up with Big Data analytics – same for historical data). Keep in mind we want to be as close to the source as possible and do not want "pre-processed" swarm/ historical  data.
· Do you use in-vehicle data from different sources (e.g. different platforms, OEMs or vehicle models)? 
· Yes

· No

· Don’t know/not applicable
· [if yes]

· Have you experienced any difficulties in using in-vehicle data from different sources for the same type of service (e.g. different data quality, comparability of data)? 
· Yes

· No

· Don’t know/not applicable

· [if yes]

· Please describe the difficulties experienced. [free text field] 
· Data and even the data access methods are highly disparate. Access can be push or pull. Formats vary (JSON, xml, etc), Naming in the formats vary ("Fuel level" versus "Tank level"), units vary (Gallons, litres), sampling frequencies vary, etc, pp.

For the following question we would suggest to tick both options. In general we want to have data from the vehicle and be able to offer it to end consumers as well as workshops.

· Do you access in-vehicle data, supply in-vehicle data or both? [multiple selections possible]

· Access in-vehicle data

· Supply in-vehicle data (including provision of data via a server)
· Don’t know/not applicable
· [if access]
For currently use, tick the access method you actually use (recommended would be at least OBD-Dongle). 
For future use cases, check On-Board-Application platform (for new vehicles), OBD dongle for older vehicles. Again, we want to improve the access to the source (that's why we check the most direct access methods) , the car. 
If then later you make the business decision to get the data from a Marketplace like Caruso that's up to you, but at least with an improved "output" from the car Caruso et al have something to standardize and offer.
· What architecture(s) do you currently use or have concrete plans to use in the future to access in-vehicle data? [multiple selections possible; separate boxes for current and planned] 

· Non-OEM hardware with own associated telematics, e.g. stand-alone camera or GPS with associated telematics unit(s)

· Data server platform - OEM Extended Vehicle server

· Data server platform - Shared server
· Data server platform - Marketplace / neutral server

· In vehicle interface, e.g. OBD dongle

· On-board application platform

· Other (describe) [free text field]
· Don’t know/not applicable
Note: There are four main technical solutions for the access to in-vehicle data and resources. These comprise the following technical architectures:

· Non-OEM installed hardware 
Key features are that there is no link to the vehicle and it is usually installed with its own associated telematics, e.g. stand-alone camera or GPS with associated telematics unit(s).
· Data server platform
Key features are that data from the vehicle are sent to a server where they can be made available to service providers. There are a number of derivatives of this solution, (1) the OEM extended vehicle which provides direct access from the manufacturer’s back-end servers via a standardised interface, (2) the shared server which has direct access from a back-end server(s) controlled by a consortium of stakeholders and not the vehicle manufacturer(s) and (3) the marketplace / neutral server which is fed by the vehicle manufacturers back-end servers, so provides indirect access to data, and often provides an API 
· In-vehicle interface
Key features are that data are accessed via an in-vehicle interface, usually the OBD port.
· On-board application platform

Key features are access to in-vehicle data and execution of applications inside the vehicle environment.
[if supply]
· What architecture(s) do you currently use or have concrete plans to use in the future to supply in-vehicle? [multiple selections possible; separate boxes for current and planned]

Same answer as above: Suggest to tick OBD-Dongle for current, OTP and OBD for future Use Cases. We will then supply this information to consumers or garages via channels like Smartphones or Webservice interfaces.

· Non-OEM hardware with own associated telematics, e.g. stand-alone camera or GPS with associated telematics unit(s)

· Data server platform - OEM Extended Vehicle server

· Data server platform - Shared server

· Data server platform - Marketplace / neutral server

· In vehicle interface, e.g. OBD dongle

· On-board application platform

· Other (describe) [free text field]
· Don’t know/not applicable
Note: There are four main technical solutions for the access to in-vehicle data and resources. These comprise the following technical architectures:

· Non-OEM installed hardware 

Key features are that there is no link to the vehicle and it is usually installed with its own associated telematics, e.g. stand-alone camera or GPS with associated telematics unit(s).

· Data server platform

Key features are that data from the vehicle are sent to a server where they can be made available to service providers. There are a number of derivatives of this solution, (1) the OEM extended vehicle which provides direct access from the manufacturer’s back-end servers via a standardised interface, (2) the shared server which has direct access from a back-end server(s) controlled by a consortium of stakeholders and not the vehicle manufacturer(s) and (3) the marketplace / neutral server which is fed by the vehicle manufacturers back-end servers, so provides indirect access to data, and often provides an API 

· In-vehicle interface

Key features are that data are accessed via an in-vehicle interface, usually the OBD port.

· On-board application platform

Key features are access to in-vehicle data and execution of applications inside the vehicle environment.

· Please describe the procedures used to identify, authenticate and authorise parties seeking access to in-vehicle data. [free text field]

Please describe the procedures you use today. If unsure we would suggest to stay rather vague, e.g
 Our handling of consumer data sticks strictly to GDPR requirements. We apply a two factor authentication policy whenever sensitive data is used. We use certificates to encrypt every electronic communication.

· Considering only those access possibilities that could technically be given through OEM’s Extended Vehicle servers and data platforms / marketplaces / neutral servers (i.e. no on-board application platform, no data access through OBD): How confident are you that you could access all the data you require for your current and planned services with the right properties through one of these access mechanisms assuming OEMs were willing to make available what is technically feasible?
· [Scale from 1 (not confident) to 5 (fully confident)]
· Don’t know/not applicable

·  [if 1, 2 or 3]

· Please describe the reasons why this may not be possible. [free text field]

· Technically ExVe has some design shortcomings compared to any on-board technology:

·  It's neither fast nor available  enough to offer advanced real time use cases. 
· It lacks any means of driver access for safe service handling whilst driving as well as for data consent handling. For remote access use cases this is a problem. To really make sure that it is safe to carry out a remote operation the driver needs to provide confirmation via in-vehicle controls. This may not be done via a smartphone, as the owner who grants confirmation via smartphone is not guaranteed to be present in the vehicle. 
· From a competition perspective: considering that the communication for ISP services is always routed directly over the server of an OEM who is in another role as service provider is the biggest competitor of the aftermarket operator.

· How much do you agree with this comment: The availability of in-vehicle data limits the services we can provide 
· [Scale from 1 (not at all) to 5 (considerably)]

· Don’t know/not applicable

·  [if above 1]

· What are the main reasons for this limitation in your view? [multiple selections possible]

· Required data elements are not created by vehicles concerned

· Required data elements are created on-board but not made available for access

· Lack of transparency whether the required data elements are created by vehicles

· Other (describe) [free text field]

· What further data elements would you require and what properties would be required (e.g. latency, format, frequency)? Please describe what would be required and what services this could enable in the next 5 years. [free text field]

· At least we need a minimum standardized data set with a standardized data format and a standardized sampling rate to be able to successfully develop multibrand services. 
· The sampling rates of course depend on the use case. Geolocation e.g., should be supplied in no less than 1Hz to be able to provide navigate guidance to the user in the car. In car signals like acceleration, braking, steering wheel angles should be supplied in no less than 10 Hz to develop use cases like driving style analysis but also a better prediction of tear & wear on tires/brakepads etc. 
· To be able to spot upcoming problems in in car electronics, as a rule of thumb we need double the frequency than the observed process. So if Sensors or ECUs should report values for proper operation with 50Hz, our problem detection software must be able to check with 100 Hz.

1.9 Current range of in-vehicle resources accessed; and Manner of access to in-vehicle resources 
[for suppliers, service providers, and other]

· Do you currently access the vehicle HMI (screens, speakers/microphone) for communication with the vehicle user? 
· Yes

· No

· Don’t know/not applicable
· [If yes] 
· Please specify how this access is realised (e.g. on-board app, smartphone assistants such as CarPlay or Android Auto) and whether it is used for one- or bi-directional communication. [free text field]
· [If no] 

· Why not? [multiple selections possible]
· Not needed

· Technical limitations (describe) [free text field]

· No access to onboard App platform with HMI access (e.g. MBUX)

· In case of CarPlay & Android Auto, the available HMI templates are not suitable for repair & maintencne use cases.

· The OEM SDK versions of CarPlay/ Android Auto, as used by Seat  on CarPlay for example, are not available for me to use. These OEM versions allow more flexibility in HMI design.

· Other HMI access methods, such as BMW Message Mode, are too restricted. It is also oly available on BMW, so not attractive to develop services based on that. As a multibrand service provide we need a solution that can work across vehicle brands.

· In the future have templates suitable for our use cases available on CarPlay/ Android Auto would provide a good solution for cross vehicle development, particularly is vehiche data could be accessed in this way too.
· Commercial limitations (describe) [free text field]
· Other (describe) [free text field]
· Don’t know/not applicable
· Would bi-directional communication with the driver/user via the vehicle HMI allow you to improve your service offering? 
· Yes

· No
· Don’t know/not applicable

· [If yes] 

· Please describe in what way you could improve your service offering. [free text field]

· It would allow us to compete with the OEM in the dashboard and in the car's App store. They would become a new point of sale for our services (see e.g. the new Service Offerings for BMW drivers in the BMW connected app store) and give us equal visibility to the OEMs services. 

· The download of an app and a proper driver identification using in-vehicle controls would allow us to make sure that really the driver consents to a data usage. 

· Once a service app is installed we could, in the very same way as OEMs like BMW or Mercedes are doing it today, inform the driver in the vehicle that he needs a service, make an offer, check appointments with his outlook calendar and upon confirmation, set navigation targets at appropriate dates and times. 

· For adavanced services like remote repair we need a close communication with the driver inside the vehicle to make sure that it is safe to execute operations on the car remotely for safety as well as for liability concerns.

· Which vehicle systems/functions/actuators do your current services need read-and-write access to in order to be able to operate? [free text field]
· Amongst others: Trigger self-test routines of actuators, read resulting live data during operation, reset DTCs, reprogram ECUs to ensure a set of software versions on a car that works well together and features all needed security patches.

· What architecture(s) do you currently use or have concrete plans to use in the future to trigger vehicle functions? [multiple selections possible; separate boxes for current and planned

· Data server platform - OEM Extended Vehicle server

· Data server platform - Shared server

· Data server platform - Marketplace / neutral server

· In vehicle interface, e.g. OBD dongle

· On-board application platform

· Other (describe) [free text field]
· Don’t know/not applicable
Note: There are four main technical solutions for the access to in-vehicle data and resources. These comprise the following technical architectures:

· Non-OEM installed hardware 

Key features are that there is no link to the vehicle and it is usually installed with its own associated telematics, e.g. stand-alone camera or GPS with associated telematics unit(s).

· Data server platform

Key features are that data from the vehicle are sent to a server where they can be made available to service providers. There are a number of derivatives of this solution, (1) the OEM extended vehicle which provides direct access from the manufacturer’s back-end servers via a standardised interface, (2) the shared server which has direct access from a back-end server(s) controlled by a consortium of stakeholders and not the vehicle manufacturer(s) and (3) the marketplace / neutral server which is fed by the vehicle manufacturers back-end servers, so provides indirect access to data, and often provides an API 

· In-vehicle interface

Key features are that data are accessed via an in-vehicle interface, usually the OBD port.

· On-board application platform

Key features are access to in-vehicle data and execution of applications inside the vehicle environment.

· Please describe the procedures used to identify, authenticate and authorise parties seeking access to in-vehicle resources. [free text field]

· We envision that firstly the accessing software/app as such is validated via a two step approval process from an independent authority and the OEM. Once the app is validated via the 2 step process, it is identified as meeting the required entry criteria. The app is then authenticated and authorised by the OEM based on the access rights set(rights and roles) set by the legislator.  Then the app can communicate with the car's electronic environment like any other OEM certified app. For safety and security critical applications only certified and authorised service providers should be allowed to submit apps for certification.

· Considering only those access possibilities that could technically be given through OEM’s Extended Vehicle servers and data platforms / marketplaces / neutral servers (i.e. no on-board application platform, no data access through OBD): How confident are you that you could access all the vehicle systems/functions/actuators you require through one of these access mechanisms assuming OEMs were willing to make available what is technically feasible??

· [Scale from 1 (not confident) to 5 (fully confident)]Don’t know/not applicable

·  [If 1, 2 or 3]

· Please describe the reasons why this may not be possible. [free text field]
· The technical shortcomings of any solely server based solution will always prevent ISPs to be in fair competition with the OEMs. They enjoy the benefits of Edge computing on in the vehicle, for real time operations and also close and reliable Driver communication through the HMI.

· How much do you agree with this comment: The ability to access vehicle systems/functions/actuators represents a limitation for our services 
· [Scale from 1 (not at all) to 5 (considerably)]
· Don’t know/not applicable

·  [if above 1]

· What further access possibilities would you require? Please describe what would be required and what services this could enable in the next 5 years. [free text field]

· Only an On-Board access to the car and the driver on the same level and depth that the OEM in his role as a service provider will allow IAM providers to compete on equal terms. 
· If OEMs offer services in the car to the driver, IAMs should be able to do the same. 
· If the OEMs integrate their former workshop diagnostics onboard (e.g. Mercedes with the Xentry), then the driver should have the option to install at least one Aftermarket independent diagnostics that makes no more use of vehicle resources in terms of memory or bandwidth needs than the OEM solution. 
· If that would not be the case, then IAM diagnostics would always have to rely on the OEM onboard diagnostics which effectively would eliminate competition and hamper innovation.

1.10 Vehicle architectures
Technology solutions and services are significantly dependent on and formed by the technological environment or ecosystem where these are located and operated. Often the term of architecture is utilized in that context in order to describe a abstract but complete picture of principles and structures for a specific technology or system. As such, architecture must in general be understood as a wide spectrum of different aspects like data accessibility and usability, software and software based functionalities, electronics and even mechanics with different views and drivers.
Especially the E/E architecture is significantly influenced by upcoming technologies. A set of new architectural approaches for vehicles electronics and software is being discussed by experts, assuming evolutional as well as disruptive changes in the E/E system (e.g., zone-architectures and centralisation for the ECUs in vehicles, service-orientation). The following section therefore especially aims to understand from different perspectives, which structures and mechanisms are offered and utilized today, and which are required structures and mechanisms for the future.
[for OEMs and suppliers]
· With respect to the architecture of existing or upcoming vehicles: Which characteristics are, or will be, required for you in order to realize functionalities effectively? [multiple selections possible]

· Open interface to … [free text field]

· Modularity

· Accessibility to operation mode … [free text field]

· Other (describe) [free text field]

· Don’t know/not applicable
· Are the required characteristics already available, or do you expect they will be available?
· Yes, already available

· Yes, expect will be available

· No

· Don’t know/not applicable
· Do you foresee challenges with regard to the vehicle architecture (accessibility in-/outside) linked to the realization of your systems/functionalities (such as centralization or security- and safety-related changes) which will have impact on your technical solutions or services? [free text field]
· With respect to future vehicle or mobility technology: Which architectural characteristics and interfaces/approaches would be beneficial? Please describe why. [multiple selections possible]
· Ability to distribute own local software-based functionalities. [free text field]

· Physical accessibility to … [free text field]

· Information access to … [free text field]

· Response times. [free text field]

· Seamless service realization. [free text field]
· Other (describe) [free text field]

· Don’t know/not applicable
· With respect to convergence of mobility and other technologies: What specific scenarios/applications do you see, where interaction between different technologies will be relevant (e.g., IoT applications, edge or fog computing) causing further requirements to the system architecture (more open or standardized, where)? [free text field]
1.11 Safety, security and data protection aspects
· With respect to automation, electrification and connectivity, safety, security and data protection/privacy requirements are getting increasingly important during the entire system life cycle. From your perspective, how sufficient are the existing methods and agreements to ensure these requirements?
· [scale 1 (insufficient) – 5 (sufficient)]
We need to clarify the idea that the existing legislation is insufficient to address the needs of safety, security and data protection. So please answer option 1, to indicate that the existing methods and agreements are insufficient.
· Don’t know/not applicable
· [if less than 5]

· Please describe where you see "gaps" in that scope providing hurdles or conflicts? [free text field]

Technological changes are fast paced and change rapidly - Existing regulation and standards are increasingly too slow to be able to reflect technical changes in detail. (E.g. a new hack renders encryption technology xyz insecure, what technolgy must now be used instead?)

Regulations increasingly recommend only "process standards" to deal with the issue. Whilst safety & security of course require a proper process framework, processes alone won't be enough. If e.g. a process requirement like in the UNECE regulation requires OEM to "Document how you have thought about security when choosing an encryption algorithm", but nowhere a minimum encryption strength is prescribed in detail, OEMs are often tempted to just properly document that they have chosen a less secure, but cheaper solution. Security in every area always goes along with increased costs (More powerful hardware to encrypt and decrypt the needed amount of messages) and potentially increased inconvenience (e.g. always insist on a 2-factor authentication from the customer) in use, so Legislation has prescribe some security levels in detail. 

Future cars will feature at least high numbers of software updates, very likely also updates of hardware (e.g. advanced ADAS sensors, updated encryption hardware) over the lifetime of the vehicle. For all those updates that have a potential effect on type approval, a new, incremental Type approval process is required that also covers security. Otherwise the car that has been type approved five years ago will now - after 200 software and 4 hardware updates  - have not much in common with the originally type approved car (see e.g. new Engine Management updates for Tesla or just check the commonalities of an Iphone X device from 2017 with IOS 11 that now features IOS 13 and a totally different set of apps)

Current solution designed to support gatekeeper role of VMs-  VMs use safety and security as a reason to block access to data and functions and restrict competition
· Can you give a description and reasoning on how safety, security and data protection /privacy affect either your service or the required interfaces? [free text field] 

In the name of security, VMs are implementing security controls like encryption of data within the vehicle architecture. This restricts the abilities of ISPs to perform business based on access to data.
The required interfaces inside the car & outside the car that OEMs in their role as service providers use to offer digital services in a safe and secure way should also be accessible for all entitled independent services provides. Safety and security are qualities that needs to be included in the day to day business operations of independent wholesalers and distributors, so that the products/ services offered by independent service providers does not become a safety risk or a means to compromise the security of the vehicle.

Data protection is necessary to ensure business competitiveness. Customer information and operational data information is of business value to the ISPs and should not be shared with the vehicle manufacturers who is a direct competitor of the ISP.

Aftermarket value chain requires sharing of relevant information between players for supply chain optimization, this requires all relevant actors to be able to obtain and share relevant information within the independent aftermarket value chain with the same level as that of the VMs. This sharing of information needs to be done in a safe and secure way adhering to all data protection and privacy regulations and standards like the GDPR.
· How is the safety and security of your services (including data provision) ensured? [free text field]

We envision the following measures for future implementation:

Service providers to implement secure storage of information collected as a result of their day to day business operation including repair and maintenance information and diagnostics information. This shall be ensured by implementing state of the art measures like setting up an ISMS based on ISO 27000 series of standards.

OBD devices to have an authorization scheme to ensure that only authorized players can use the device.

Secure communication between the OBD device and and the off-board platform. 

Transfer of information only provided on a need to know basis to the relevant authorized entities

For safety/security related operations, authorized service providers shall receive relevant supporting information  from data publishers or original equipment manufacturers.
· Where does the responsibility for safety and security of your services (including data provision) lie? [free text field]

Shared responsibility between all stakeholders

ISP responsible for proper implementation of safety and security implementation in their products/apps and services that are either mandated by Legislative entities, referenced ISO standards or additional OEM security requirements.

Platform provider (OEM) responsible for secure platform operation as well as for integration testing of safety & security relevant ISP apps. 

Independent authorities should check proper implementation of OEM platforms as well as a neutral pre-test for safety & security relevant ISP apps (before final integration testing is done by OEM)
· How is it ensured that data protection/privacy requirements, such as those arising from the General Data Protection Regulation (GDPR), are met? [free text field]

Direct consent management with the customer using in vehicle displays and controls to make sure it is really the driver that consents.

Setting up ISMS based on ISO 27000 series of standards for secure storage of data

Data integrity and data confidentiality measures to be implemented for sensitive and personal customer data

Information is disseminated to authorized customers/recipients on a "need to know" basis
· Where does the responsibility for data protection/privacy in relation to your services (including data provision) lie? [free text field]

Responsibility for data protection lies with the individual service provider who has a contract with the customer.
It is then his responsibility that he manages proper consent handling and adheres to the principle of just using and handling data that is essential for the service the user has signed up to. 

As the "ultimate" service provider he has to make sure that every part and operator in the technical chain that is involved in the service provisioning (may it be the OEM, a Neutral server, One or more App developers chosen by the ISP) all allow the ISP to live up to this contractually enshrined possibility. Because in the end, if customer data is mistreated during service execution of an ISP service, the customer can make the ISP liable. 

· Do you obtain consent for the processing of personal data from your service (including data provision) users?
· Yes

· No

· Don’t know/not applicable
For consumer use cases  please select Yes (please don't mention fleet cases because we want to aim at individual drivers with their need to consent inside the vehicle). For fleet operators a collective "sign up" on an ExVe server might be an option, for individual drivers it is not.

Please answer Yes to the above question to access the following pages/ further question on "Via what channel/mechanism do you obtain consent?".
· [if yes]

· Via what channel/mechanism do you obtain consent?

Preferred option would be direct contact with customer via ISP App in vehicle HMI

Direct contact with customer via ISP App in smartphone although only a second-best solution because only via in-vehicle controls it can be assured that it is really the actual driver of the car who is consenting.
· [if no]

· On what other legal basis under GDPR do you process personal data?

Please do not answer this question. Answer “Yes” in the previous option
· New vehicle architectures are already coping with higher demands on safety, security and data protection/privacy. Are you aware of architectural changes that would have implications for your service (including data provision) in the next 5 years (e.g. potential to lose access to available information by means of encryption or missing physical access due to centralization)?

· Yes

· No

· Don’t know/not applicable
· [if yes]

· Please provide examples of the architectural changes and their implications. [free text field]

Vehicle architecture is getting more and more secure with upcoming technologies, OEMs implement proprietary means of rights and roles thereby completely deciding who gets access to what within the vehicle architecture,

Implementation of gateways with access control mechanisms, limiting access to ISPs only to a few architectural elements of the vehicle.

Access via OBD port not enough to get access to "all required data" from the vehicle. No deep access possible through the OBD port.

VMs can implement security controls and restrict access via the OBD port.

New Multi-app ECUS like Nvidia Xavier or Continental ICAS offer a possibility to safely & securely execute on-board apps with "deep" car access. IAMs need the right to offer their apps and services also for these environments to be able to compete with OEM offerings on equal terms.

Legislation needs to define rights and roles and which the VMs must implement. VMs implementation needs to be verified at type approval if the required access is provided or not.
1.12 Future competition, competitiveness and customer welfare
[for suppliers, service providers, and other]

· Assuming there would be no legislative intervention on access to vehicle data in the EU (i.e. application of the existing RMI legislation and competition law):

· Would you foresee risks regarding access to vehicle data in the next 5 years (technical or contractual/commercial risks) that could impact your business model in a negative way or make it impossible? 
· Yes
Please select this answer to reaffirm the fact that we  need EU legislation as opposed to just “B2B” and Ex-Ve model. This would reduce/limit our ability to compete effectively and innovate and explore new business models.

· No

· Don’t know/not applicable
· [if yes]

· Please describe the risks and their potential impact. [free text field]

Without robust EU legislation governing ‘access to in-vehicle data/functions’, OEMs would simply be able to decide on the basis of their own business models with whom they engage in a B2B contract to their own benefit. This will NOT enable at al a European Data Economy. 

Without robust EU legislation, VMs would continued to be allowed to remain the gatekeeper and system administrator through the EX-VE solution implementation. Current situation- Multiple ways for VMs to implement his gatekeeper role including:

Routing data through Ex-Ve server

Need to disclose customer information to VM

Profiling of ISP business case

Need to divulge source code in the name of security

VMs have the possibility to reject apps without any justification

VMs have the possibility to set pricing models that makes ISP business case ineffective.
The additional complexity and risk of losing customers due to the 3-way/4- way consent management with the OEM, ISP and neutral server and the customer is another factor which needs to be addressed.
· Would you expect the prices for data acquisition to increase or decrease for your business? 
· Increase. Please explain reasons and quantify if possible: [free text 
field]

· Decrease. Please explain reasons and quantify if possible: [free text field]

· No change
· Don’t know/not applicable
EU legislation on ‘access to data/functions’ must  address prices; if that is not done, then OEMs can simply ‘kill’ any business from ISPs via deterrent prices.  In-vehicle (machine-) generated data are legally not “owned” by anybody. This is why ISPs should not be obliged to pay for the data. Most importantly, the EU should set criteria for what OEMs are allowed to charge.
Business are increasingly getting dependent on data. While ISPs identify that there can be certain cost factors from the VMs (like App validation, network usage etc), there are additional cost factors introduced as a result of the systemic issues associated with the Ex-Ve 2.0 model.

VMs have a "pay per use" incremental pricing model for access to data and functions which can make use of data quite expensive.  Adding an Ex-Ve and potentially a supplementary NEVADA data trading  platform server further adds up the cost of data acquisition.

Lack of standardization for app development increases cross platform cost for ISPs.

VMs charge ISPs for use of vehicle resources (including data processing costs) while this cost is already borne by the vehicle user when the vehicle is purchased.

Since VMs have the gatekeeper role, any new data point required for ISPs will be made available only if associated costs with the procurement and processing of the data point value is borne by the ISP.

· Would you expect the number of competitors in your market area to increase or decrease?
· Increase. Please explain reasons: [free text field]

· Decrease. Please explain reasons: [free text field]

· No change

· Don’t know/not applicable
Please explain your answer here:
Digitization is opening new market opportunities. Only robust EU legislation will ensure market competitiveness and prevent the role of gatekeepers, also fostering competition and providing an easy entry into the market for new players 

Lack of legislation would support the development of gatekeeper roles like the Ex-Ve solution and will make high entry barriers for new players, or for existing players looking forward to diversify their business portfolio.  VMs will have the unfair advantage to influence competition and remain at a privileged position, restricting/ limiting the entry for new players.
· Would you expect the number of customers for your services to increase or decrease?

· Increase. Please explain reasons and quantify if possible: [free text field]

· Decrease. Please explain reasons and quantify if possible: [free text field]

· No change

· Don’t know/not applicable
Please explain your answer here:
Digitalisation of services combined with access to vehicle data and direct access to customers via access to vehicle HMI will create market opportunities, however with the lack of legislation, ISPs could not benefit from this direct access, giving the VMs an unfair advantage and reducing market competitiveness.

Increase in possibilities of mobility and MaaS solutions, new innovative solutions and business models only for the VMs due to privileged position.

· Would you expect your revenue from services requiring access to in-vehicle data to increase or decrease?

· Increase. Please explain reasons and quantify if possible: [free text field]

· Decrease. Please explain reasons and quantify if possible: [free text field]

· No change

· Don’t know/not applicable
Without EU legislation, VM does maintain the gatekeeper role and ISPs can not have a fair and level playing field, they will not be able to reap the benefits of the new market opportunities brought by digitalisation. 
Better access to in-vehicle data will help ISPs to innovate and provide differentiating and niche services

Bidirectional access to in-vehicle data and functions and vehicle HMI will help ISPs in escaping from unnecessary cost barriers set up by VMs through the Ex-Ve model.

· What enhancements to in-vehicle data / resource access would be required to enable you to increase the quality or customer value of your current services? Consider aspects such as additional data elements, frequency, latency, access to vehicle functions or HMI. Please elaborate and give specific examples as far as possible. [free text field]

Ability to interact with the customer in a bidirectional manner through the vehicle HMI and to propose vehicle service offerings

Ability to run ISP Apps in the vehicle in multiple level ECUs to capture data generated as close to the source as possible

Access to all available data points and functions in the vehicle through a combination of standardized data points and functions and standardized access functions

Non-functional requirements like data frequency, data latency to ensure that real time/ near real time data is obtained as required per use case

Un monitored and un distorted communication between in-vehicle services and their respective back ends.

Independent customer contract/service offering and consent management shall be possible

Authorized access to in-vehicle resources for validated and approved ISP applications.

Harmonized security certificate access/use shall be ensured for all authorized service providers;

Ability to use the vehicles network connection or have the possibility for brought in connectivity to enable data transfer from the ISP App to the ISP back end independently from the vehicle manufacturer

VMs shall provide the relevant API to enable ISP Apps to be developed to access to required data points and functions.

Ability for write access and to run diagnostic functions in the vehicle to complete the repair process for authorized independent service providers

Define required rights and roles under legislation to enable the required access to vehicle data and functions for ISPs which will be implemented by each vehicle manufacturer. This implementation needs to be verified under a legislative framework (like type approval) to ensure correct implementation 

Dynamic governance model to manage the state of art list of data points, functions, and other supporting requirements like cyber security
· What enhancements to in-vehicle data / resource access would be required to enable you to offer new, innovative services to your customers? Consider aspects such as additional data elements, frequency, latency, access to vehicle functions or HMI. Please elaborate and give specific examples as far as possible. [free text field]

Real time/ near real time access to vehicle data and functions as close to the source of data generation as possible.  ISPs requires access to data which is not processed/ presented in an abstraction layer by the vehicle manufacturer

Ability for edge computing/ processing the data received from the source within the vehicle.
· Are there aspects of currently applicable legislation that make the development and provision of services unnecessarily complex or inefficient for your company? Please describe in case you haven’t elaborated on these aspects yet in this survey. [free text field]
Current legislation to access to data (Regulation 858) is mainly addressing access to Diagnostics, Repair and Maintenance INFORMATION. Access to in-vehicle DATA is limited to the OBD port Access. Also, there is still the  authorised dealer/repairer mentioned as benchmark for RMI (this has changed a bit with 858). However, with in-vehicle DATA, the benchmark must be the OEM itself who  is the only one who -  via its proprietary telematics systems – have access to these data (not the dealer!). “Monopolisation /control of competitors through technical design of the vehicle” must be addressed by imposing also technical remedies to OEMs. Competition law is important, but ISPs can not litigate ‘case by case’. In these situations  where entire sectors are concerned, robust EU rules must be established to enable a real Data Economy. 
Current RMI/858 legislation does therefore not have sufficient supporting requirements for access to in vehicle data/resources. This enables OEMs to simply implement their proprietary Ex-Ve solution and assume the role of gatekeepers and system administrators

Furthermore, the new upcoming UNECE regulation on “cyber security” and “software updates”, if not accompanied by caveats on EU level, will give a legislative basis to restrict access to vehicle data and functions by the vehicle manufacturers in the name of “cybersecurity”. These regulations are planned to be adopted within Europe with just a cross reference to the UNECE wording without any additional/ supporting measures to protect the interest of the ISPs.

1.13 Quantification of impacts
· We are considering carrying out a shorter follow-up survey to gather information to quantify the impact of potential policy options. Would you be happy to be contacted again by TRL for this follow-up?

· Yes

· No

For the following 2 questions we recommend to answer with Smartphone & connection dongle.


The reason is that Reasons we want to show that because of its shortcomings, no one is using ExVe and everyone is waiting desperately for the arrival of the OTP with the right to access the in-vehicle HMI








Tick 5 "substantial amount of effort". Reasoning: OEMs offer more than the Caruso-Data/Functions only via B2B. Therefore technically B2B is the only viable option. Also, the effort espcially for SME's to successfully negotiate with big OEMs is quite substantial.





Attention!! We believe that this is a general question which tries to capture whether legislation is needed or not. Don't feel mislead that they, at first glance specify 'data categories' or data format definitions. There is the opportunity later in the questionnaire to make our point on what of data/ functions is needed more precisely.





In the following selection under Currently: tick OBD, Concrete plans to use: tick OBD and On-Board application platform to cover existing as well as new models








�Our access to data is limited by a number of factors. Firstly only limited data sets and functions may be accessed via ExVe. For those that are available, the resolution and latency of the data is largely insufficient. For our use cases real time access is important. Access to write functions is also not available.  The fact that not all OEMs support ExVe and even where they do that it is not available in all countries, limits our ability to efficiently develop cross-OEM services. Apart from the inconsistent availability by vehicle brand/ model, the available data sets are also hugely inconsistent.  Currently we use the OBD port as a more practical solution to access real time data. We are starting to see this becoming increasing restricted though due to OEMs cybersecurity implementations and their use of encryption. The lack of access to the vehicle HMI also limits our ability to provide services and we cannot interact wit the driver safely while the vehicle is in motion. We would ideally like to be able to run our own applications in the vehicle, but this is also not possible.  


�The fees for accessing data through ExVe are too high. They are also mostly incremental, so that the cost increases according to the amount of data accessed. These fees & also the pricing models vary enormously between OEMs and often don’t reflect the pricing model I would like to use with my customers. We have no control over the costs charged by OEMs and therefore also not over a significant part of my cost structure. All of this limits our ability to offer competitive prices and to propose independent business models.


�Note. This refers to an in-vehicle App Platform from the OEM. It is not an add-on dongle or black box device. These should be considered as external devices.


�


Proposed Answers:


1.) Website


2.) Smartphone app


We want to stress that unfortunately these are the only options via which currently we can access data mainly from OBD-Dongles because the standard mirrored apps lack the functionality we need and the OTP is not yet there.


�To be verified with Sylvia: Is it ok to limit business relationships with just the OEM?


�To be checked with CK


�Check with CK: Only Type A is described..what are the other 2 types?


�There should be EU legislation governing the minimum data & function set to be available. There should be also a transparency list of available data/ functions per vehicle/ VIN, so service providers can be aware of the data & functions supported by the vehicle. All data and functions should be accessible through the use of standardised access functions, such as the UDS standards, SOVD etc.. Access can be roles based, so authorised service providers only get access to the data required for their use case. For remote diagnostics & repair use cases such deep access is required. In addition to Access standards there should be a standardised minimum list of data points/ functions to be available cross brand/ model to facilitate cross platform development ("code once, run anywhere"). These Data points and functions should be accessible via APIs in all supported App environments. Such a standardisation of data points & functions across all vehicle brands and models could advance the development of automotive and mobility services. The start point should be a comprehensive and broad set  of data points and functions covering the variety of use cases required by the mobility services sector and relevant authorities. This set of standardised datapoints & functions should be regularly adapted and updated to reflect technical progress and made available to the appropriate stakeholders.








�In order to facilitate cross platform development we strongly support legislation mandating standardised interfaces. We believe that a standardised interface needs to be provided on-board the vehicle in order to enable in-vehicle pre-processing of data, real time access and cost effective use of mobile network capacity (Compute locally, send only aggregated results to the service provider backends). Webservices based communication should be mandated and a format such as VIS, VSS that is already in standardization at w3c-Level in OEM-led- initiatives could be used. Security requirements should be also be standardised, to further facilitate efficient cross platform development. Initial requirements should be established in legislation and may be managed dynamically over time through a system of dynamic governance. IAM operators don't want to have an OEM server based solution, as in vehicle pre-processing without aggregation by the VMs is required. It is also required to be able to have direct consent management & to have a commercial contact with our own clients, independent of the VM.





�It is very important to have the ability to run independent applications in the vehicle. Authorised and secure applications require real-time, on-board access to highly granular and time-critical vehicle generated data and functions via safe and secure software interfaces so that independent service providers can innovate and compete by offering their own differentiated services. In addition, the ability to interact with the driver using the vehicles’ HMI (Human-Machine-Interface) and to communicate with their own off-board back-end platforms in an unmonitored and undistorted way are also required. Direct consent management & commercial contact with our own clients, without the interposition of the VM, is vital and this is enabled through the use of an on board application platform, with HMI access. As Part of the mandated OBAP vehicle manufacturers should provide the necessary development tools to service providers (SDKs etc.) OEMs should also provide 3rd party test houses with development environments to enable validation of Apps  


On board application platforms maintained by VMs should have a secure dedicated environment for execution of IAM operator apps for safety and security reasons. Monitoring of the IAM operator App by VMs should be limited to resource utilization and scheduling needs and not used for monitoring the ISP App data which is of business value to the IAM operator


�Existing vehicles, with existing available proprietary on-board application platforms, should be required by legislation to enable the installation of 3rd party Apps


These 3d party Apps should be able to access the same Interface to car as the OEM uses in his role as service provider (as a diagnostic provider for example). They should also have access to the same Interface to the customer (HMI). Despite the lack of standardization, at least each ISP could use the same access methods to the customer in the vehicle that an OEM currently as his disposal (e.g. MBUX or BMW Connected Drive for OEM proprietary solution, OEM-SDKs for Apple/Google as X-OEM options). Opening access to these App environments on existing vehicles is critical to advancing the development/ roll out of this integrated ISP business model. Waiting for newly developed vehicles with specific 3rd party Application environments will slow down the roll out of this important market access tool.   





�Legislation should define who may access vehicle data/ functions. For service providers of any category (OEM or ISP), the same  level of access to data, functions and resources needed to provide the  service must be ensured via legislation. The EU shall swiftly create an independent certification/ authorisation scheme (Basic SERMI scheme to be enacted quickly and once implemented to be enhanced to support the wider scope required for Service provider certification). Certification should be by an independent entity (Not the OEM). There should be no access fees, nor fees for the data. Fees should be limited to the provision of software development tools and this should be regulated. Where the vehicles existing connectivity is used to send data to off board servers, reasonable (and regulated) fees for using this data communication may also be charged.


OEMs shall make available the relevant cybersecurity specifications and compatibility information required for the ISPs to have compliance with the CSMS (Cyber Security Management System) of the OEM. EU rules/ framework should be established to specify liability assignment, based on existing legislation for liability.





�It is very important to protect the intellectual property & business assets of the Service Provider, so the validation/ verification process should mainly rely on independent 3rd party entities. A Two step validation process should be defined. A 3rd Party Independent test house should do 1st validation. During this validation the need for an OEM Integration Test should be defined. An OEM’s obligation should include the requirement to provide a test environment to the 3rd Party Test house. OEM Integration Testing should be required when non-standardised interfaces are used for integration or when an ISP App has impact on type approval of the vehicle. 


There should be no requirement to share source code with the vehicle manufacturer





�We believe that there is a need for regulation. From experience with RMI and first prices for data charged by OEMs, fees can and are used by OEMs to deter/ limit accessibility to RMI or Data and thus limit competition, limit innovation and cause higher consumer prices for less attractive services. Fees charged by the OEM should be regulated. This could include connectivity fees and integration testing fees. There is also a need for process regulation. The maximum time permitted for completing essential services should also be regulated (max time permitted for integration testing, max time permitted for registration as authorised service provider etc). Otherwise competition and innovation could effectively be blocked by just stretching the integration times for years before the consumer can finally choose between more than one service provider. In order to avoid any conflict of interest & reducing the Gatekeeper role of the OEM Access, Rights Management should be managed by an independent entity, based on usage rights & profiles. Certified & Authorised providers should be granted access rights based on the defined their usage profile and the associated rights


�It is really important that service providers have the flexibility to match the contractual conditions with their intended business/ pricing model. They also need the ability to innovate in business/ pricing models and should not be constrained by contractual obligations imposed by the OEM.


�Access to the vehicle HMI is vital for Service Providers to be able to offer an independent service. OEMs use the HMI to initiate driver engagement for proprietary services. Independent operators require equal access to the HMI in order to be able to compete effectively. It is also required for in order to be able to secure direct driver consent for access to data & personal information. When implementing remote access functions access to the HMI is required for some user confirmations from a safety perspective. Interaction via the HMI is required to ensure the operator is present in the vehicle. In practise access to HMI could be provided using an Embedded Application (Android Automotive, MBUX, BMW Connected Drive, VW-OS-Apps) or through Smartphone Projected Mode solutions ((Apple Carplay, Google Android Auto, but in OEM-SDK Versions!) Current standard CarPlay & Android Auto implementations only support templates for certain categories of content. Either this should be extended to support more use cases with additional templates or access to the OEM specific versions of the SDKs is required. In this case OEMs should provide templated interfaces to facilitate 3rd party validation of Apps.





�Technically ExVe has some design shortcomings compared to any on-board technology. It's neither fast nor available (consider for example, potentially weak mobile network coverage)  enough to offer advanced real time use cases. It lacks any means of driver access for safe service handling whilst driving as well as for data consent handling. For remote access use cases this is a problem. To really make sure that it is safe to carry out a remote operation the driver needs to provide confirmation via in-vehicle controls. This may not be done via a smartphone, as the owner who grants confirmation via smartphone is not guaranteed to be present in the vehicle.  Last but not least it is always a competition issue when the communication for ISP services is always routed directly over the server of an OEM who is in another role as the OEM-aftermarket service provider the biggest competitor.





�At least we need a standardized data set with a standardized data format and a standardized sampling rate to be able to successfully develop multibrand services. The sampling rates of course depend on the use case. Geolocation e.g., should be supplied in no less than 1Hz to be able to provide navigate guidance to the user in the car. In car signals like acceleration, braking, steering wheel angles should be supplied in no less than 10 Hz to develop use cases like driving style analysis but also a better prediction of tear & wear on tires/brakepads etc. To be able to spot upcoming problems in in car electronics, as a rule of thumb we need double the frequency than the observed process. So if Sensors or ECUs should report values for proper operation with 50Hz, our problem detection software must be able to check with 100 Hz.





�There is no technical method available for us to access the Vehicle HMI. We do not have access to the Vehicle App platforms and projected mode solutions like CarPlay. Android Auto do not support the use cases we want to address. Other HMI access methods, such as BMW Message Mode, are too restricted. It is also only available on BMW, so as a multi-brand service provider it is not attractive to develop services based on that. We need a solution that can work across vehicle brands.


In the future having templates suitable for our use cases available on CarPlay/ Android Auto would provide a good solution for cross vehicle development, particularly if the vehicle data could be accessed in this way too. We would like the ability to choose the option of using the vehicle app platform too.


�Having bi-directional communication with the driver through the vehicle’s HMI would give us equal visibility as the OEMs own services and would create a new point of sale for our services. Direct consent management, via the in-car screen would  facilitate customer onboarding. We would also enrich our service offer by, for example informing the driver in the vehicle that he needs a service, make an offer, check appointments with his outlook calendar and upon confirmation, set navigation targets at appropriate dates and times. This is similar to the service levels offered by some OEMs today. For advanced use cases like remote diagnostics & repair, to really make sure that it is safe to carry out a remote operation the driver needs to provide confirmation via in-vehicle controls. This may not be done via a smartphone, as the owner who grants confirmation via smartphone is not guaranteed to be present in the vehicle and so access to the vehicle HMI is required.


 


�We envision that firstly the accessing software/app as such is validated via a two step approval process from an independent authority and the OEM. Once the app is validated via the 2 step process, it is identified as meeting the required entry criteria. The app is then authenticated and authorised by the OEM based on the access rights set(rights and roles) set by the legislator and can communicate with the car's electronic environment like any other OEM certified app. For safety and security critical applications only certified and authorised service providers should be allowed to submit apps for certification.





�Only an On-Board access to the car and the driver on the same level and depth that the OEM in his role as a service provider enjoys will allow IAM providers to compete on equal terms. If OEMs offer services in the car to the driver, IAMs should be able to do the same. If the OEMs integrate their former workshop diagnostics onboard (e.g. Mercedes with the Xentry), then the driver should have the option to install at least one Aftermarket independent diagnostics that makes no more use of vehicle resources in terms of memory or bandwidth needs than the OEM solution. If that would not be the case, then IAM diagnostics would always have to rely on the OEM onboard diagnostics which effectively would eliminate competition and hamper innovation.








�Technological changes are fast paced and existing regulation and standards are increasingly too slow to be able to reflect these technical changes in detail. Also regulations increasingly recommend only "process standards" to deal with the issue. Whilst safety & security of course require a proper process framework, processes alone won't be enough. If  a process requirement like in the new UNECE cybersecurity regulation requires the OEM to "Document how you have thought about security when choosing an encryption algorithm", but nowhere a minimum encryption strength is prescribed in detail, the OEMs are often tempted to just properly document that they have chosen a less secure, but cheaper solution. Security in every area always goes along with increased costs (More powerful hardware to encrypt and decrypt the needed number of messages) and potentially increased inconvenience (e.g. always insist on a 2-factor authentication from the customer) in use, so Legislation has prescribe some security levels in detail. 





Future cars will feature frequent software updates and also very likely also updates of hardware (e.g. advanced ADAS sensors, updated encryption hardware) over the lifetime of the vehicle. For all those updates that have a potential effect on type approval, a new, incremental Type approval process is required that also covers security. Otherwise the car that has been type approved five years ago will now - after 200 software and 4 hardware updates  - have not much in common with the originally type approved car (see e.g. new Engine Management updates for Tesla or just check the commonalities of an Iphone X device from 2017 with IOS 11 that now features IOS 13 and a totally different set of apps)





Current solutions are designed to support gatekeeper role of OEMs.  They use safety and security as a reason to block access to data and functions and restrict competition





� VMs are implementing security controls like encryption of data within the vehicle architecture In the name of security. However this restricts the abilities of ISPs to perform business based on access to data. The required interfaces inside & outside the car that OEMs in their role as service providers use to offer digital services in a safe and secure way should also be accessible for all entitled independent services provides. Safety and security are qualities that needs to be included in the day to day business operations of independent operators, so that the products/ services offered by them do not become a safety risk or a means to compromise the security of the vehicle.





Data protection is necessary to ensure business competitiveness. Customer information and operational data information is of business value to the ISPs and should not be shared with the vehicle manufacturers who are a direct competitor of the ISP.





The aftermarket value chain requires the sharing of relevant information between players for supply chain optimization. This requires all relevant actors to be able to obtain and share relevant information within the independent aftermarket value chain with the same level as that of the VMs. This sharing of information needs to be done in a safe and secure way adhering to all data protection and privacy regulations and standards like the GDPR.





�We envision a number of measures to secure the safety & security of our services.





Secure storage of information collected as a result of  day to day business operations, including repair and maintenance information and diagnostics information shall be ensured. This will be done by implementing state of the art measures like setting up an ISMS based on ISO 27000 series of standards.





OBD devices will have an authorization scheme to ensure that only authorized players can use the device. Secure communication between the OBD device and the off-board platform is also required and should include appropriate authentication schemes and encryption algorithms. Transfer of information only provided on a need to know basis to the relevant authorized entities





For safety/security related operations, authorized service providers shall receive relevant supporting information  from data publishers or original equipment manufacturers.





�Safety & security of services should be a shared responsibility between all stakeholders





ISP are responsible for proper implementation of safety and security implementation in their products/apps and services. These requirements may be mandated by legislative entities, referenced ISO standards or through additional OEM security requirements.





The platform provider, i.e. the OEM, should be  responsible for secure platform operation as well as for integration testing of safety & security relevant ISP apps.  Independent authorities should check proper implementation of OEM platforms as well as a neutral pre-test for safety & security relevant ISP apps (before final integration testing is done by OEM)





�Ensuring that GDPR requirements are met can be achieved through direct consent management between the ISP and the vehicle driver. The customer should be able to use in vehicle displays and controls to provide their consent directly to the service provider.





Data security can be ensured through the setting up of an ISMS based on ISO 27000 series of standards for secure storage of data. Data integrity and data confidentiality measures should be implemented for sensitive and personal customer data





Information is disseminated to authorized recipients on a "need to know" and consent driven basis


�Responsibility for data protection lies with the individual service provider who has a contract with the customer. It is the service providers responsibility to ensure proper consent handling and adherence to the principle of just using and handling data that is required for the provisioning of the service the user has signed up to. 


As the "ultimate" service provider he has to make sure that every part and operator in the technical chain that is involved in the service provisioning (may it be the OEM, a Neutral server, One or more App developers chosen by the ISP) all allow the ISP to live up to this contractually enshrined responsibility. Because in the end, if customer data is mistreated during service execution of an ISP service, the customer can make the ISP liable. 





�Our preferred option would be direct contact with customer via ISP App in vehicle HMI. Direct contact with customer via Ian SP App in smartphone is a a second-best solution because only via in-vehicle controls it can be assured that it is really the actual driver of the car who is consenting. We do not favour managing driver consent through the extended vehicle/ neutral server platforms are this increases the complexity significantly with double & triple consent required. 





�Vehicle architecture is getting more and more secure with upcoming technologies. OEMs implementing proprietary methods of rights and roles management 


enable them to decide who gets access to what within the vehicle architecture. Implementation of gateways with access control mechanisms, limiting access to ISPs only to a few architectural elements of the vehicle can be foreseen.  It may not be enough to get access to all required data from the vehicle without deep access being possible through the OBD port. VMs can implement security controls and restrict this access.





New Multi-app ECUS like Nvidia Xavier or Continental ICAS offer a possibility to safely & securely execute on-board apps with "deep" car access. IAMs need the right to offer their apps and services also for these environments to be able to compete with OEM offerings on equal terms.





Legislation needs to define rights and roles which the VMs must implement. VMs implementation needs to be verified at type approval in order to if the required access has been provided or not.





�Without robust EU legislation governing ‘access to in-vehicle data/functions’, OEMs would simply be able to decide on the basis of their own business models with whom they engage in a B2B contract to their own benefit. This will NOT enable at al a European Data Economy. If there is no legislative intervention we expect that VMs will remain as the gatekeeper to access to vehicle data and functions through the EX-VE solution implementation. With current situation there are multiple ways for VMs to implement this gatekeeper role, including the limitation/pre-selection of the data sets available through the Ex-Ve server,  the need to disclose customer information to VM and the opportunity to profile the ISP business case. VMs have the both the possibility to reject apps without any justification and to set pricing models that makes ISP business case ineffective, both of which reinforce their gatekeeper role. 


The need to divulge source code in the name of security poses significant risk to ISps intellectual property rights.


The additional complexity and risk of losing customers due to the 3-way/4- way consent management with the OEM, ISP and neutral server and the customer is another factor which needs to be addressed.











�


�EU legislation on ‘access to data/functions’ must  address prices; if that is not done, then OEMs can simply ‘kill’ any business from ISPs via deterrent prices.  In-vehicle (machine-) generated data are legally not “owned” by anybody. This is why ISPs should not be obliged to pay for the data. Most importantly, the EU should set criteria for what OEMs are allowed to charge.





Business are increasingly dependent on data. While ISPs identify that there can be certain cost factors from the VMs (like App validation, network usage etc), there are additional cost factors introduced as a result of the systemic issues associated with the Ex-Ve model. VMs mostly have a "pay per use" incremental pricing model for access to data and functions which can make use of data quite expensive.  Adding a NEVADA server further adds up the cost of data acquisition. Legislation which mandates on board access to data, without the use of ExVe, is required to allow ISPs to maintain control of their cost structure and control the cost of data. Legislation should prevent service providers being charged fees for access to on-board data or for use of vehicle resources (including data processing costs). These cost have already been borne by the vehicle user when the vehicle is purchased





Lack of standardization for app development increases cross platform cost for ISPs.





Since VMs have the gatekeeper role, without legislation any new data point required for ISPs will be made available only if associated costs with the procurement and processing of the data point value is borne by the ISP.








�Digitization is opening new market opportunities. Only robust EU legislation will ensure market competitiveness and prevent the role of gatekeepers, also fostering competition and providing an easy entry into the market for new players 





Lack of legislation would support the development of gatekeeper roles like the Ex-Ve solution and will make high entry barriers for new players, or for existing players looking forward to diversify their business portfolio.  VMs will have the unfair advantage to influence competition and remain at a privileged position, restricting/ limiting the entry for new players.





�Without legislation, ISPs could not benefit from the opportunities offered by on-board, real time access to vehicle data. If this privilege is reserved for VMs it would give them an an unfair advantage and allow them to create new & innovative services. This would put ISPs at a competitive disadvantage and cause them to loose market share/ customer business.














�Under normal circumstances the increased opportunities coming from digitalisation should lead to increasing revenue. However, If there is no legislation to ensure independent service providers get fair access to data and ensuring effective competition in the market, there is a high risk the revenue will decline rather than grow. Eliminating the gatekeeper role of the VM and providing a level playing field for all service providers will drive innovation and market growth, creating new revenue opportunities for all market players.


�A number of enhancements could contribute to an improved opportunity to provide improved customer value and service quality. On-board access to data and functions combined with the ability to process this data in the vehicle would enable more reliable and timely provision of services. Any kind of predictive maintenance  service will rely on real-time access to sensor data and not just to abstracted layers of pre-processed data. Similarly any service offering remote diagnostics or repair will need real time access to data & functions, in order to be able to intervene meaningfully. While access to dynamic data & functions is vital, being able to read static data (e.g. VIN numbers) and having access to spare parts information can enable supply chain optimisations, with failing parts being correctly identified and pre-ordered, enabling the service provider to repair the vehicle more quickly and efficiently. 


The ability to interact with the driver though the vehicle HMI and with other vehicle services such as the embedded Navigation system would allow the creation of new user experiences, which would add value for drivers while improving both safety and convenience. 


Providing service providers with control over the cost structure of service provisioning, by enabling them to send data to their back end servers without passing through the ExVe platforms of the OEMs would enable business model innovation and competitive service offers in the market. 


A direct relationship between the consumer and the service provider of his choice must be ensured, and that should determine the destination of the vehicle related data without the patronage or interposition of the VM. Without this creating of an independent business model is severely impaired. 


�A number of enhancements could enable new and innovative services to be offered. Two key aspects are improved on-board access to high resolution, low latency data combined with the ability to process this data in the vehicle would enable a range of new services such as predictive maintenance or driving style analysis. These can lead in turn to new service propositions, such as Maintenance as a Service, Tyre as a Service, PAYD insurance etc.. As vehicle ownership transitions from private ownership to fleet ownership, as part of a transition to new mobility models, such services will be an essential component of new business models.


Access to the full range of vehicle HMI resources, including speech recognition, voice assistants, notification engines etc could enable enhanced driver interaction and new user experiences. 





	
	
	



